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USE OF CLOUD-BASED APPLICATIONS AND DATA STORAGE FACILITIES 

 
Background: 
 
The Division recognizes the value of cloud-based applications and data storage 
facilities and recognizes the learning opportunities and utility that these facilities 
provide. The division also recognizes the statutory and ethical responsibility for staff 
members to act responsibly, and recognizes that significant monetary fines may be 
imposed if staff members handle the personal information of students or staff in a 
manner that is contrary to the provisions of the Freedom of Information and 
Protection of Privacy Act. The Division, therefore, approves of the use of such 
facilities in support of learning subject to the following procedures. 
 
Definitions 
 
1. Cloud-based applications are applications hosted outside of Aspen View’s 

internal network facilities. Examples include productivity applications to produce 
and/or store documents, videos, or other forms of expression, but also include 
“social” applications that facilitate the sharing of information, photos, videos, 
opinions, and discussion. 
 

2. Cloud-based data storage facilities are data storage services that provide data 
storage on servers that are outside the Aspen View’s internal network facilities. 
 

3. Personal Information Under the Freedom of Information and Protection of 
Privacy Act (FOIP Act), “personal information” means recorded information 
about an identifiable individual, including: 

 
a. The individual’s name, home or business address or home or 

business telephone number, 
 

b. the individual’s race, national or ethnic origin, color or religious or 
political beliefs or associations, 

 
c. the individual’s age, sex, marital status or family status, 

 
d. an identifying number, symbol or other particular assigned to the 

individual, 
 

e. the individual’s fingerprints, or other biometric information, blood type, 
genetic information or inheritable characteristics, 
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f. information about the individual’s health and health care history, 
including information about a physical or mental disability, 

 
g. information about the individual’s educational, financial, employment 

or criminal history, including criminal records where a pardon has 
been granted, 

 
h. anyone else’s opinion about the individual, and  

 
i. the individual’s personal views or opinions, except if they are about 

someone else. 
 

The FOIP Act defines fines in the range of $200,000 to $500,000 for willfully 
disclosing personal information; therefore, it is essential that Aspen View Public 
Schools Division staff understand and act in accordance with their statutory 
and ethical obligations. 

 
4. Digital Citizenship is defined as the generally-accepted behavior of responsible 

citizenship carried over to online environments and can be said to include, but 
not limited to, the following. 

 
a. treating others with dignity and respect,  

b. respecting the privacy of others, 

c. respecting others by refraining from sharing information about them 
without their knowledge or consent, 

 
d. respecting others by refraining from using profane or abusive 

language, 
 

e. respecting others by refraining from posting or storing content that 
contains sexual, racial, religious, or ethnic slurs, any other form of 
abuse, or that contain threatening or otherwise offensive language or 
pictures, 

 
f. protecting your own personal information from unknown or non-

understood on- line environments, agencies or individuals, 
 

g. only engaging in on-line financial transactions with known agencies, 
and only then via secure means, 
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h. respecting others by refraining from actions that are malicious or 
harmful to them, 

 
i. respecting copyright, 

 
j. respecting and abiding by Canadian law, whether Federal, Provincial, 

Municipal or other statute, 
 

k. respecting the laws or rules of any other state, international agency or 
organization with whom you interact, 

 
l. ensuring you are authorized to access resources either inside or 

outside of the 
 

m. Aspen View’s network prior to accessing them, 
 

n. refraining from sending files or messages designed to disrupt other 
computer systems or networks. 

 
For a comprehensive overview of nine identified elements of Digital Citizenship 
please see http://www.digitialcitizenship.net/nine_elements.html  

 
Procedures 
 
1. All Aspen View staff and students will be required to be familiar with the Aspen 

View Administrative Procedure 600 - Technology Acceptable Use, the Aspen 
View Technology Responsible Use Agreement and will be required to sign an 
Aspen View Technology Code of Conduct Agreement indicating their 
understanding of this document. 
 

2. Any use of cloud-based accounts by staff members in the performance of their 
duties shall be considered to be “owned” by Aspen View School Division.  The 
Superintendent has authority over any or all content stored using Aspen View 
Public School Division’s cloud-based services. 

 
3.  Cloud-based applications or cloud-based storage can only be used if: 
 

a. A privacy impact assessment (PIA) has been completed and the PIA 
and project have been approved by the school administrator and the 
Superintendent or designate, or; 

b. The cloud based application or storage is already on Aspen View’s 
Approved Cloud Based Service List. 
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3.  Use of approved cloud-based applications or cloud-based storage must: 
 

a. for school-based staff who are accessing cloud based services which 
do not support single sign-on with Aspen View’s Active Directory 
services (i.e. doesn’t link to your Aspen View login), ensure that the 
principal has a copy of the login credentials. 

 
b. for non-school-based staff, be approved by and logins shared with the 

Superintendent or designate, 

4.  Teacher-directed use of cloud-based applications or cloud-based storage by 
students must be preceded by: 

 
a. instruction on the terms of use under which the application is being 

provided by the source, 
 

b. instruction in digital citizenship, 
 

c. communication with parent(s) and/or guardians regarding the 
instructional value of student use of cloud-based applications and/or 
storage  (is required only when the app or storage is not a division 
wide standard), 

 
d. in the case of age-restricted applications (only those that allow 

underage users with consent), communicating the link to the application 
and its terms of use to parents/guardians 

 
e. in the case of age-restricted applications (only those that allow 

underage users with consent), specific signed consent from parent(s) 
and/or guardians of underage students to access the application, 

 
f. informed consent by parent(s) and/or guardians. Note this consent 

does not need to be on an application-by-application basis (note 
exception in 4g below), 

 
g. from time to time specific cloud-based applications may have a 

sufficiently high profile and level of controversy such that their use 
requires a special signed consent form specific to its use.  This 
decision will be made by the school principal. 

 
5.  Use of cloud-based applications or cloud-based storage by staff must respect the 

principles of “Digital Citizenship”. In addition, staff are expected to respect the 
following while on-line: 
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a. for professional staff, the code of conduct specific to their profession, 
 

b. support staff are expected to conduct themselves in a professional 
manner.  

 
c. ensure that you do not post or share any work-related information that 

would be considered confidential, 
 

d. ensure that you follow expectations of Aspen View Administrative 
Procedure 625 - Social Media.  

 
6.  Violations of this administrative procedure shall result in disciplinary action for 

individuals up to and including termination of employment with Aspen View 
Public Schools, and may also result in cost recovery in the event of financial 
loss by Aspen View Public Schools. 

 
 
Reference:  Privacy Impact Assessment (PIA)  

       Aspen View Approved Cloud Based Service List 
 


